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This compilation of abstracts highlights the breadth of cyber-related student research at NPS in Fall–
Spring Quarters 2018 and reinforces the importance of cyber as an integral aspect of today’s Naval 
enterprise. The abstracts provided represent publicly releasable theses and dissertations completed by 
December 2017–March 2018 graduates.  They are the product of the NPS Cyber Academic Group (CAG) 
students, which is a national resource for the interdisciplinary study and design of secure and resilient 
cyber systems and the conduct of cyber operations. 
Cyberspace is now a primary warfare area. Establishing U.S. Tenth Fleet/Fleet Cyber Command, 
combined with the Deputy Chief of Naval Operations for Information Dominance (N2N6), created an 
enterprise able to address the opportunities and challenges for cyber systems and operations (CSO) 
within the Navy’s vision for the information warfare community (IWC). Reflecting a growing cognizance 
of the importance of cyber operations, other elements of the U.S. military and U.S. government, such as 
the Department of Homeland Security, have created similar or complementary organizations.  
Optimizing military and U.S. government cyber assets for future operations will require leaders who 
both understand how to defend our networks from penetration and employ cyber capabilities to ensure 
an advantage in future operations. This objective cannot be reached without a cadre of officers able to 
address a broad range of cyber operations: computer network attack, defense, and exploitation; cyber 
analysis, operations, planning, and engineering; and cyber intelligence operations and analysis. 
The CAG is an interdisciplinary association of two dozen faculty members, including those holding 
named chairs, representing eight distinct academic disciplines. Established by the Naval Postgraduate 
School (NPS) on 23 September 2011, the CAG has responsibility for oversight and management of the 
Cyber Systems and Operations curriculum. Graduate-level instruction and research support in 
interdisciplinary programs is delivered by members of this academic group and by faculty primarily from 
the following academic departments: Computer Science, Electrical and Computer Engineering, and 
Information Sciences.  
 
For more information, please contact the following individuals or visit our website at: 
http://my.nps.edu/web/cag/.   
 
Dr. Clark Robertson, Chair, Cyber Academic Group  
crobertson@nps.edu  
 
CDR Zachary Staples, Director, Center for Cyber Warfare 
zhstaple@nps.edu  
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DECEMBER 2017 
 
A SECURITY STRATEGY FOR CYBER THREATS ON NEIGHBOR DISCOVERY IN 6LOWPAN NETWORKS 
Cheng Hai Ang–Civilian, Defence Science and Technology Agency (DSTA) 
Master of Science in Electrical Engineering 
Advisor: Preetha Thulasiraman, Department of Electrical and Computer Engineering 
Second Reader: George Dinolt, Department of Computer Science 
 
Wireless sensor networks employ various technologies to facilitate low-power communications. One 
such technology is the Internet Protocol version 6 Low-Power Local Area Networks (6LoWPAN). One of 
the key concerns regarding 6LoWPAN networks is the vulnerability of its neighbor discovery (ND) 
protocol. In this thesis, we study the potential threat vectors against the ND protocol, focusing 
specifically on replay attacks that can cause denial of service. We propose a combination of hard and 
soft security approaches to mitigate cyber-attacks against the ND protocol. The hard security approach 
is based on a Trust-ND option, which includes a Timestamp, Nonce, and SHA-1 hashing function. The soft 
security approach leverages the social interactions between the nodes in the network to identify 
malicious nodes. We also propose a time-synchronization mechanism to synchronize the local clock of 
the nodes in the network. We demonstrate the effectiveness of the Nonce and Timestamp functions 
against replay attacks using the Contiki Operating System and Cooja network simulator. Via simulations, 
we also demonstrate the effectiveness of the time-synchronization mechanism. In addition, the data 
captured during the simulations is further analyzed using Wireshark. Full Text 
 
Keywords: IPv6 neighbor discovery, lightweight security mechanism, 6LowPAN 
 
 
COST, SCHEDULE, AND PERFORMANCE ELEMENTS FOR COMPARISON OF HYDRODYNAMIC MODELS OF 
NEAR-SURFACE UNMANNED UNDERWATER VEHICLE OPERATIONS 
Robert Bartnicki, Alison Bell, Matthew Bolen, Nathan Rice, and Andrew Zirkelbach 
Master of Science in Systems Engineering and Master of Science in Engineering Systems 
Advisor: Joseph Klamo, Department of Systems Engineering 
Co-Advisor: Gregory Miller, Department of Systems Engineering 
 
As emerging technology spurs new requirements for the development and acquisition of increasingly 
advanced military platforms, the defense acquisition community needs a comprehensive decision-
support framework to make informed investment decisions for software selection. Through a 
determination of key characteristics that form the basis of a decision process, this report outlines a 
framework for software selection that includes cost, schedule, and performance considerations. 
Furthermore, the resultant software selection criteria are subject to a practical demonstration to 
compare the following software packages that predict hydrodynamic loads: Standard Ship Motion 
Program (SMP), SUBMOT, Aegir, and Large Amplitude Motion Program (LAMP). The creation of a 
uniform set of simulation input data, for use with these four candidate software packages, details this 
selection process. We present a comparison of the software-generated data with experiment data 
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gathered from tow tank trials as an analysis of tradeoffs between cost, schedule, performance, and 
simulation fidelity. The practical demonstration showed that Aegir and LAMP were more labor-intensive 
than the other software packages and that Aegir and LAMP simulation results were typically closer to 
the scale-model experiment results. Resulting recommendations include decision-support framework 
application and fidelity analysis prior to software selection for most effective program support. Full Text 
 
Keywords: software fidelity, software acquisition, software cost, unmanned undersea vehicle, UUV, 
decision support framework 
 
 
APPLICATION OF A LEAP MOTION SENSOR FOR IMPROVED DRONE CONTROL 
Alfredo Belaunde Sara Lafosse–Lieutenant Commander, Peruvian Navy 
Master of Science in Electrical Engineering 
Advisor: Xiaoping Yun, Department of Electrical and Computer Engineering 
Second Reader: James Calusdian, Department of Electrical and Computer Engineering 
 
Military and civilian drones in use today have been designed to accomplish a wide array of missions. 
From an engineering perspective, they are very complex systems that incorporate technologies from a 
wide range of specialized disciplines. Not surprisingly, operating these complex systems requires 
advanced and extensive training. This thesis research proposes a simple and intuitive user interface 
utilizing a Leap Motion sensor that allows a drone operator to exploit his/her skills more intuitively. The 
Leap Motion sensor tracks the position and orientation of the user’s hand(s), which, in turn, controls the 
motion of a drone. The acquisition and processing of the Leap Motion sensor data were performed using 
a programming language called Processing. In this research, an infrared-controlled helicopter and a 
radio frequency–controlled quadrotor were operated using this interface. For the user interface, several 
prototype electronic circuits based on Arduino microcontroller boards, as well as Processing programs, 
were developed and integrated with the Leap Motion sensor. The complete user interface was 
successfully tested and demonstrated. It was observed that the user interface makes the control of both 
drone types easier and more intuitive. Full Text 
 
Keywords: Leap Motion sensor, PID control, UAV, drone, Arduino, image processing, control systems 
 
 
IMPROVING FACE VERIFICATION IN PHOTO ALBUMS BY COMBINING FACIAL RECOGNITION AND 
METADATA WITH CROSS-MATCHING 
Khoubeib Bouthour–Major, Tunisian Air Force 
Master of Science in Computer Science 
Advisor: Marcus Stefanou, Department of Computer Science 
Co-Advisor: Lyn Whitaker, Department of Operations Research 
 
Facial recognition is an important tool used by many disciplines, but its wider use in face detection and 
identification tasks has been somewhat limited. This is due to the many uncontrolled factors affecting 
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faces in images, such as lighting, orientation, hair obscuration, blur, and the effects of aging. Despite 
tremendous efforts to overcome these uncontrolled factors, the reliability of a computer-based face 
recognizer is still questionable. In our research, we address the possibility of improving face verification 
using weighted cross-matching, which relies on a face verification metric and metadata. The idea is to 
implement a framework compatible with multiple platforms and capable of operating with limited 
resources while achieving satisfactory performance. We do not use statistical models, and we do not 
create patterns that require supervised learning. Our methodology is intended for use in personal digital 
image libraries because these libraries represent naturally context-correlated datasets. We use the 
native connection between files to determine the trustworthiness of an image relative to another. We 
then use this metric to attribute weights to pre-identified faces that are used as cues to help verify 
ambiguous elements. The final algorithm does not require the user’s collaboration and performs 
automated digital image library management. Full Text 
 
Keywords: metadata, facial recognition, face verification, OpenFace, cross-matching 
 
 
DETERRING CYBERATTACKS ON U.S. CRITICAL INFRASTRUCTURE 
Camilo Carrillo–Lieutenant, United States Navy 
Master of Science in Cyber Systems and Operations 
Advisor: Wade Huntley, Department of National Security Affairs 
Co-Advisor: Duane Davis, Cyber Academic Group 
 
Cyberattacks against critical infrastructure are not merely theoretical. Nations and private enterprises 
have come to understand that critical infrastructure can be attacked via cyberspace with serious 
repercussions. Critical infrastructure is vital to the United States because it provides power, water, 
transportation, and communication services to the American public. Those services are essential to 
maintaining the security, economy, and well-being of the United States. Many documents, some dating 
back to the Cold War era, examine deterrence strategies to defend critical infrastructure against physical 
attacks, but literature regarding deterrence against cyberattacks on critical infrastructure is minimal. 
Deterrence is most important when defense is difficult, and defending critical infrastructure in 
cyberspace is significantly difficult. Unlike conventional attacks, cyberattacks are fast and inexpensive, 
with ambiguous sources of origin. That is why a serious study deterring cyberattacks against critical 
infrastructure is necessary. Although the U.S. government is aware of the dangers posed by cyberattacks 
against its critical infrastructure, it does not have a well-developed strategy for deterring them. This 
thesis analyzes current U.S. cyber deterrence strategies and explores the feasibility of deterring 
cyberattacks against U.S. critical infrastructure. Full Text 
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CONFIGURATION MANAGEMENT OF SOFTWARE-DEFINED RADIO SYSTEMS 
Bradley Detwiler–Civilian, Department of the Navy 
Master of Science in Systems Engineering Management 
Advisor: Kristin Giammarco, Department of Systems Engineering 
Second Reader: Walter Owen, Department of Systems Engineering 
 
In the past, radios of any type were uniform across the entire United States Marine Corps (USMC) 
arsenal and were completely interchangeable. Now that they are software-defined, each radio can be 
unique. The configuration management challenge presented by this diversity in the radio inventory 
motivates the following research questions: 1. How can the USMC maintain the flexibility required to 
tailor equipment for unique missions without introducing interoperability issues? 2. How can the USMC 
achieve configuration management of software-defined radios to ensure reliable battlefield 
communications? This thesis reveals an unintended consequence resulting from the development of 
software-defined radios and explores possible solution concepts. Three solution concepts were 
developed and analyzed to determine not only how well they answer these two key questions but also 
how they might affect existing doctrine, organization, training, materiel, leadership, personnel, facilities, 
and policy (DOTMLPF-P) of the Marine Corps. Although no single solution concept was selected over the 
others, this thesis explores the trade space among all three and points out strengths and weaknesses of 
each, then goes on to recommend future work that could be performed to take the exploration to the 
next level. Full Text 
 
Keywords: software defined radio 
 
 
FUZZ TESTING OF INDUSTRIAL NETWORK PROTOCOLS IN PROGRAMMABLE LOGIC CONTROLLERS 
James Gormley III–Lieutenant Commander, United States Navy 
Master of Science in Cyber Systems and Operations 
Advisor: Thuy Nguyen, Department of Computer Science 
Co-Advisor: Cynthia Irvine, Department of Computer Science 
 
Daily operations of U.S. Navy afloat and ashore systems are heavily reliant on industrial control systems  
to manage critical infrastructure services. Programmable logic controllers (PLCs) are vital components in 
these cyber-physical systems. The industrial network protocols used to communicate between nodes in 
a control network are complex and vulnerable to a myriad of cyber attacks, as reported by Department 
of Homeland Security Industrial Control Systems Cyber Emergency Response Team. This thesis utilizes 
protocol fuzz testing techniques to investigate potential vulnerabilities in the Allen-Bradley/Rockwell 
Automation (AB/RA) MicroLogix 1100 PLC through its implementation of EtherNet/IP, Common 
Industrial Protocol (CIP), and Programmable Controller Communication Commands (PCCC) 
communication protocols. This research also examines whether cross-generational vulnerabilities exist 
in the more advanced AB/RA ControlLogix 1756-L71 PLC. Our results discover several deviations from 
the EtherNet/IP and PCCC specifications in the MicroLogix 1100 implementation of these protocols. 
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Additionally, we find that a recently disclosed denial-of-service vulnerability that renders the MicroLogix 
1100 inoperable does not trigger a similar fault condition in the ControlLogix PLC. Full Text 
 




OPERATIONAL CYBERSECURITY RISKS AND THEIR EFFECT ON ADOPTION OF ADDITIVE 
MANUFACTURING IN THE NAVAL DOMAIN 
Michael Grimshaw–Lieutenant Commander, United States Navy 
Master of Science in Computer Science 
Advisor: Amela Sadagic, MOVES Institute 
Second Reader: Victor Garza, Department of Information Sciences 
 
Additive manufacturing (AM) has been proven to provide multiple benefits over traditional 
manufacturing methods, including cost savings, mission adaptability, and increased unit capabilities. 
Multiple DoD organizations are exploring and utilizing AM technology, and efforts are ongoing to 
determine how best to achieve large-scale adoption of AM in the United States Navy (USN). The primary 
concern that must be addressed is the trustworthiness of AM objects to ensure they will not increase 
risks to personnel, equipment, and systems. Including cybersecurity throughout the AM life cycle is a 
necessary component of protecting AM data and ensuring trust in AM objects to support adoption. This 
thesis reviews aspects of cybersecurity domain as it is applied to AM and discusses the insights of a 
survey conducted with USN, United States Army, and United States Air Force resident NPS students. The 
goal of the survey was to contrast current understanding of adoption of technology and cybersecurity 
threats in AM with the knowledge, attitudes, and opinions that prospective users have. The thesis 
identifies barriers to achieving large-scale adoption of AM in the naval domain with special emphasis on 
cybersecurity and proposes approaches to address those barriers and support accelerated adoption of 
AM. Full Text 
 
Keywords: additive manufacturing, 3D printing, cybersecurity, adoption, innovation 
 
 
TIME SENSITIVITY IN CYBERWEAPON REUSABILITY 
Carissa Hall–Lieutenant, United States Navy 
Master of Science in Cyber Systems and Operations 
Advisor: Neil Rowe, Department of Computer Science 
Second Reader: Wade Huntley, Department of National Security Affairs 
 
A cyberweapon is weaponized software code that exploits flaws in software. It is only effective if the 
flaw still exists at the time of weapon deployment. Because of this, there is only a small window of time 
in which a particular cyberweapon can be used. Many argue that cyberweapons can only be effectively 
used once and that, after first use, the vulnerability will be patched. However, the target must first 
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detect the attack, find the vulnerability that was exploited, reverse-engineer the cyberweapon to 
identify signatures, then create and implement a patch. This window of opportunity between attack 
detection and patch implementation allows an attacker to reuse the cyberweapon against different or 
even the same targets as long as the window of opportunity remains open. An attacker can increase the 
length of time the window remains open by obfuscating the cyberweapon’s signatures to make it harder 
to detect the attack or by making it harder to locate and remove the weapon. This can be accomplished 
by incorporating survivability into the weapon’s design requirement. This thesis explores the strategic 
implications of reusable cyberweapons by specifically looking at stealth as the critical attribute that 
allows a cyberweapon to go undetected and survive long enough to be effectively used more than once. 
Full Text 
 
Keywords: cyberweapons, cyberweapon reusability 
 
 
MOBILE ROBOT NAVIGATION AND OBSTACLE AVOIDANCE IN UNSTRUCTURED OUTDOOR 
ENVIRONMENTS 
This paper has been recognized as outstanding by its department. 
Calvin Hargadine–Lieutenant, United States Navy 
Master of Science in Electrical Engineering 
Advisor: Xiaoping Yun, Department of Electrical and Computer Engineering 
Co-Advisor: James Calusdian, Department of Electrical and Computer Engineering 
 
The ability to detect, characterize, and avoid obstacles is a critical requirement for autonomous robotic 
systems, especially in dynamic environments. While autonomous vehicle research and development 
continues at a rapid pace, these systems are becoming more complex and expensive. The objective of 
this thesis was to determine the feasibility of utilizing a single two-dimensional laser scanning 
rangefinder for robust obstacle avoidance in unstructured outdoor environments. Specifically, sensing 
and control algorithms were developed for an autonomous ground vehicle (AGV). The system was 
designed to operate in varying outdoor environments while avoiding both static and dynamic obstacles. 
The AGV was able to effectively identify and avoid obstacles within its field of view and to navigate to 
specific coordinates across variable terrain. While this solution was limited by the sensor used and was 
not effective in all environments—such as when obstacles encountered were too short to enter the 
scanner’s plane of view—the algorithm developed was successful for visible objects. Small 
improvements, such as using a gimballed scanner or one that scans in three dimensions, would make 
this solution more robust for a wider range of environments. Full Text 
 
Keywords: obstacle avoidance, navigation, robot, ROS, outdoor, unstructured, LIDAR, laser, GPS, 
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INTERACTIVE WARGAMING CYBERWAR: 2025 
This paper has been recognized as outstanding by its department. 
David Long–Sergeant First Class, United States Army 
Christopher Mulch–Captain, United States Army 
Master of Science in Information Strategy and Political Warfare 
Advisor: Michael Freeman, Department of Defense Analysis 
Second Reader: Robert Burks, Department of Defense Analysis 
 
Cyberspace operations are an increasingly important mission focus and warfighting domain within the 
Department of Defense (DoD). There are a number of educational courses and training exercises that 
have been developed to prepare leaders to plan and execute cyberspace-based effects to support 
operations; however, there are currently no virtual simulations used by the military to train and educate 
servicemembers in the basic concepts of cyberspace operations. Because of this training gap, we have 
designed and developed CyberWar: 2025, a simultaneous turn-based multiplatform computer-based 
educational wargame that is intended to be used as a support tool for education and training in basic 
cyberspace operations concepts to military professionals and other DoD personnel. The objective of 
CyberWar: 2025 is to stimulate, build, and increase the players’ knowledge base and experience in 
planning and practical application of cyberspace operations in the areas of defensive cyberspace 
operations, offensive cyberspace operations, and computer network exploitation. CyberWar: 2025 
focuses on doctrine and doctrinal training as a serious game by reinforcing key learning objectives set by 
the DoD; however, this wargame also encourages player engagement and motivation through unique 
and balanced multiplayer interactions within a virtual environment. Full Text 
 
Keywords: cyber education, cyber training, cyber wargaming, computer-based simulation, virtual 
simulation, educational courses, multiplayer, serious games, cyberwar, cyber domain, cyberspace 
operations, cyber doctrine, cyber policy, computer network exploitation 
 
 
TEAMHARMONY: EMPLOYING MATCHMAKING ALGORITHMS TO TEAM-BUILDING 
This paper has been recognized as outstanding by its department. 
Ian MacGregor–Major, United States Army 
Jared Tomberlin–Major, United States Army 
Master of Science in Defense Analysis 
Advisor: Anna Simons, Department of Defense Analysis 
Second Reader: Robert Burks, Department of Defense Analysis 
 
The Army is concerned with ways in which it can improve talent management. It focuses almost 
exclusively upon individuals and their unique qualifications and experiences. However, the Army is not a 
collection of individuals; rather, it is a collection of teams. Our research examines the applicability of 
using matchmaking algorithms to model team chemistry to optimize job placement. We adopted a 
practical, qualitative approach, using data from discussions with subject matter experts, as well as a 
review of the relevant literature. We found that although the social science community has not reached 
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a consensus concerning human chemistry, the tech community has found ways to predict a measure of 
human chemistry, and Army Special Operations Forces leaders should consider pilot efforts to improve 
talent management using these algorithms to augment current methods. For instance, the Robin Sage 
exercise during the Special Forces Qualification Course would provide an ideal venue. Full Text 
 
Keywords: matchmaking, algorithm, team-building, talent management, TM, IBM, Saberr, NASA, bots, 
online dating, Robin Sage, human resources, HR, S1, personnel, personality, psychology, values, 
psychometrics, human chemistry, cohesion, group, team, staff, staffing, social, eHarmony, toxic, toxicity, 
groupthink, SFAB  
 
 
COMPARATIVE ANALYSIS OF DISRUPTION-TOLERANT NETWORK ROUTING SIMULATIONS IN THE ONE 
AND NS-3 
This paper has been recognized as outstanding by its department. 
Andrew Mauldin–Lieutenant, United States Navy 
Master of Science in Computer Science 
Advisor: Justin Rohrer, Department of Computer Science 
Second Reader: Robert Beverly, Department of Computer Science 
 
This thesis studies the performance of Disruption-Tolerant Networking (DTN) routing protocols and the 
effect of simulator selection. Research into the Geo-location Assisted Predictive Routing (GAPR) and 
GAPR2 protocols at NPS used the ONE Simulator. The ONE abstracts everything below the routing layer 
to simplify the development of DTN protocols. In contrast, Network Simulator 3 (ns-3) simulates the 
entire network stack. ns-3 includes packet headers and existing link-layer protocols that the ONE 
abstracts away. The inclusion of link-layer overhead and packet headers reduces message delivery by 
31% and increases average latency by 119%. Packets used to share routing information consume up to 
33% of all transmitted data. Effective throughput between connected nodes decreases by 40%–70% of 
the equivalent ONE bandwidth. These penalties vary significantly depending on routing protocol design 
choices. This thesis implements Epidemic, Vector, Centroid, GAPR, and GAPR2 protocols in ns-3. It also 
combines Centroid with GAPR to create a new protocol called GAPR2a. The protocols are extensively 
simulated in three mobility scenarios in ns-3 and the ONE: one urban scenario and two military 
scenarios. GAPR2a provides the best overall performance in the urban scenario, and Vector provides the 
best overall performance in the military scenarios. Future DTN protocol development should continue in 
ns-3 because the ONE’s abstractions may not reflect real-world performance. Full Text 
 
Keywords: Centroid, DTN, DTN mobility, DTN routing, DTN Simulation, Epidemic, GAPR, GAPR2, GAPR2a, 
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CYBER EVENT ARTIFACT INVESTIGATION TRAINING IN A VIRTUAL ENVIRONMENT 
This paper has been recognized as outstanding by its department. 
Simone Mims–Lieutenant, United States Navy 
Tye Wylkynsone–Lieutenant, United States Navy 
Master of Science in Computer Science 
Advisor: J.D. Fulp, Department of Computer Science 
Second Reader: Gurminder Singh, Department of Computer Science 
 
The Internet has created many new technology advances that make everyday life easier and more 
efficient. However, technology has also enabled new attack capabilities and platforms that have the 
potential to cripple Department of Defense (DoD) and civilian information systems and cyber 
infrastructure. In order to minimize damages these threats could cause, the DoD needs well-trained 
operators and skilled cyber incident first responders at the helm. The first portion of this research 
focused on identifying operating system artifacts that give first responders the best information with 
which to identify if a cyber incident has occurred or is occurring and to determine the type of incident. 
The second portion of this research focused on developing virtual environments where students can 
participate in guided training and challenge labs. These labs can train system operators to recognize 
incident indicators and allow first responders to focus on collecting necessary information quickly. The 
Training Lab focuses on leading the student through an investigation of each designated artifact, while 
the Challenge Lab provides less guidance in order to test the students’ acquired skills. This partnered 
learning experience should lead to more proficient cyber incident reporting and should decrease the 
response delay between detection and recovery. Full Text 
 




PROTECTING FILES HOSTED ON VIRTUAL MACHINES WITH OUT-OF-GUEST ACCESS CONTROL 
This paper has been recognized as outstanding by its department. 
Alexis Peppas–Lieutenant, Hellenic Navy 
Master of Science in Computer Science 
Advisor: Geoffrey Xie, Department of Computer Science 
Second Reader: Charles Prince, Department of Computer Science 
 
When an operating system (OS) runs on a virtual machine (VM), a hypervisor, the software that 
facilitates virtualization of computer hardware, provides a service called introspection, which is used for 
monitoring the internal state of the VM. However, a VM still shares all of the vulnerabilities of its 
resident OS and software. At some point, it will likely be the victim of a successful exploitation. In this 
research, we develop a security solution, leveraging introspection and enforcement of a separate 
shadow access control list (SACL) in the hypervisor to protect critical user files hosted on a VM against a 
range of zero-day attacks. The main security features of our solution include 1) zero-footprint in the 
guest VM by maintaining an out-of-guest SACL and other required security information in the 
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hypervisor; 2) protection of critical user files from unauthorized access even if an attacker has managed 
to obtain root privileges on the VM; 3) application whitelisting to thwart malware execution; and 4) 
kernel protection by denying both kernel reboot and runtime addition of kernel modules. We conclude 
that our solution can successfully protect user files against unauthorized access. The observed 
performance overhead, although significant, remains within usable levels and is mainly attributed to the 
context switch between the hypervisor and the VM. Full Text 
 
Keywords: virtualization, file protection, out-of-guest control, virtual machines, application white-list, 
virtual machine introspection 
 
 
AUTOMATED CREATION OF LABELED POINTCLOUD DATASETS IN SUPPORT OF MACHINE LEARNING-
BASED PERCEPTION 
Andrew Watson–Civilian, United States Government 
Master of Science in Computer Science 
Advisor: Douglas Horner, Department of Mechanical and Aerospace Engineering 
Co-Advisor: Mathias Kolsch, Department of Computer Science 
Second Reader: Michael McCarrin, Department of Computer Science 
 
Autonomous vehicles continue to struggle with understanding their environments, and robotic 
perception remains an active area of research. Machine learning–based approaches to computer vision, 
particularly the increasing application of deep neural networks, have been responsible for many of the 
breakthroughs in robotic perception over the last decade. We propose a three-phase model for 
improving pointcloud classification. Progress in applying machine learning–based perception to new 
problem sets is hampered by the difficulty in creating new training data. As such, our primary 
contribution is a technique to automate the creation of training data for 3D pointcloud classification 
problems. Our proposed implementation collects synchronized 2D camera images and 3D LIDAR 
pointclouds, depth clusters each LIDAR frame to spatially segment a scene, correlates each resultant 
pointcloud segment to a cropped 2D image, and processes each crop through a 2D image classifier to 
assign a segment label. Our automated implementation produced labeled 3D pointclouds from raw 
LIDAR collection and, during testing, yielded a small dataset with 81% accuracy of annotations. We also 
propose a method of scene context discovery to boost pointcloud classification performance. Our 
approach explores a method to scrape regionally geotagged media for processing through an object-
detection neural network. We develop a database mapping of object-type spatial relationships in a 
specific physical environment and propose applying these relationships as weights to boost pointcloud 
classifier performance. Full Text 
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MARCH 2018 
 
AGENT AND COMPONENT OBJECT FRAMEWORK FOR CONCEPT DESIGN MODELING OF MOBILE 
CYBER–PHYSICAL SYSTEMS 
Curtis Adams–Civilian, United States Army 
Doctor of Philosophy in Systems Engineering 
Advisor: Ronald Giachetti, Department of Systems Engineering 
 
Military intelligent ground vehicle systems have a wide variation in computationally controlled behavior 
logic that involves the interaction of both cyber and physical components as well as more typical 
systems engineering modeling needs and constraints. Current system concept design methods do not 
sufficiently address either the variation in cyber behavior linked to mission effectiveness or the 
integrated dependencies and interaction between the cyber and physical components. In this work, 
model-based concepts are developed to capture the required behavior logic as solution- and assembly-
independent state-based agents and objects. These logical objects can be realized by alternative 
implementations and assembly aggregations, to include human assemblies. The approach contributes a 
more thorough and robust model of the subject problem domain. These concepts include an agent and 
component object system data metamodel, supporting structural system classes, and state-based 
behavior concepts. The concepts are applied to a case study project to produce a solution-independent 
system concept design. Full text 
 
Keywords: model-based system architecture, agent, component object, cyber-physical systems, concept 
design, autonomous convoy, intelligent behavior, architecture metamodel, context model, logical 
model, trajectory, goals, agent logical object 
 
 
MANAGEMENT OF LARGE-SCALE IOT (INTERNET OF THINGS) NETWORKS 
Chun Heong Chia–Technology Research Officer, Ministry of Defence, Singapore 
Master of Science in Computer Science 
Advisor: Gurminder Singh, Department of Computer Science 
 Second Reader: John Gibson, Department of Computer Science 
 
Internet of Things (IoT) networks are often large networks built to maximize the benefits of distributed 
computing. Management of these networks poses many challenges. IoT devices are often connected 
wirelessly and are battery powered. In this type of network, it is important for a network administrator 
to know which devices may be running low on battery power. Monitoring the battery life of these 
devices can be difficult and time-consuming but is critical to the operation of the network. This research 
develops an autonomous Energy Monitoring System that triggers alerts from the battery to the server 
when battery life reaches a critical level. This enables the network administrator to plan and take 
appropriate action on a timely basis. The system also enables the network administrator to interrogate 
an individual device in the network for its energy status. In this thesis, we describe the system design 
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and implementation using a network of Raspberry Pi computers powered by batteries and report the 
results of tests conducted to evaluate the design and implementation. Full text 
 
Keywords: Internet of Things, IoT, large-scale, power constrained networks 
 
 
ASSESSING THE ROBUSTNESS OF GRAPH STATISTICS FOR NETWORK ANALYSIS UNDER INCOMPLETE 
INFORMATION 
This paper has been recognized as outstanding by its department. 
Xian Lin Penelope Chia–Captain, Singapore Army, Singapore Armed Forces 
Master of Science in Operations Research 
Advisor: Samuel Huddleston, Department of Operations Research 
Co-Advisor: Ruriko Yoshida, Department of Operations Research 
 Second Reader: David Alderson, Department of Operations Research 
 
Due to the emergence of powerful global terrorist organizations such as Al Qaeda and ISIS over the last 
15 years, social network analysis is increasingly leveraged by the Department of Defense to develop 
strategies to combat criminal and terrorist organizations. Understanding and correctly classifying 
networks improves our ability to destroy criminal and terrorist networks because we can leverage 
existing literature that identifies the optimal strategy for dismantling these networks based on their 
network structure. However, these strategies typically assume complete information about the 
underlying network. Due to the limited ability of an analyst to process all of the available data, our 
inability to detect all members of these networks, and the efforts of criminal organizations to hide their 
activities and structure, analysts must classify these networks and develop strategies to combat them 
with missing information. This thesis analyzes the performance of a variety of network statistics in the 
context of incomplete information by leveraging simulation to remove nodes and edges from networks 
and evaluating the effect this missing information has on our ability to accurately classify the underlying 
structure of the network. We provide recommendations to intelligence analysts about which statistics 
provide the most information, conditions under which it is reasonable to assert a classification, and a 
framework for the evaluation of network statistics for the purposes of classifying network graphs under 
incomplete information. Full text 
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SHARING S-BAND COMMUNICATIONS TO CONDUCT SMALL SATELLITE TT&C 
Austin Forbes–Lieutenant, United States Navy 
Master of Science in Space Systems Operations 
Advisor: James Newman, Space Systems Academic Group 
Co-Advisor: Giovanni Minelli, Space Systems Academic Group 
 
Electromagnetic (EM) spectrum management is an escalating concern in today’s growing wireless 
market, and ensuring that the growing number of EM spectrum users have adequate access will become 
only harder and more expensive as the number of users of cellular phones and satellite operations 
continues to grow. Utilizing and effectively sharing available spectrum is an involved process with many 
users competing for access. With the ever-increasing demand for EM spectrum, the creation and 
utilization of policies and regulations that support and encourage the co-utilization of EM spectrum 
bands is of growing importance. The Mobile CubeSat Command and Control (MC3) ground station 
personnel at the Naval Postgraduate School (NPS) in Monterey, California, conducted a series of tests 
with local news station KION to determine the feasibility of simultaneously using an S-Band uplink 
frequency to conduct telemetry, tracking, and communications (TT&C) with NPS CubeSats while KION 
conducted its electronic news gathering (ENG) operations. The testing determined that conducting TT&C 
satellite operations above 7 degrees of antenna elevation does not impact ENG operations in Monterey. 
Our results may encourage spectrum co-utilization and ease the strain on the increasingly congested EM 
spectrum. Full text 
 
Keywords: EM Spectrum Sharing, MC3 Network, SmallSat, CubeSat, electronic news gathering 
 
 
LONGITUDINAL STUDY OF LARGE-SCALE TRACEROUTE RESULTS 
Dillon Glasser–Civilian, Department of the Navy 
Master of Science in Computer Science 
Advisor: Robert Beverly, Department of Computer Science 
 Second Reader: Justin Rohrer, Department of Computer Science 
 
Traceroute is a popular active probing technique used by researchers, operators, and adversaries to map 
the structure and connectivity of IP networks. However, traceroute is susceptible to making inaccurate 
inferences.  We perform a large-scale longitudinal investigation of traceroute artifacts to find anomalies 
that may be indicative of network errors, misconfiguration, or active deception efforts. Using the IPv4 
Routed /24 Topology Dataset from the Center for Applied Internet Data Analysis, we provide a 
taxonomy of traceroute results, including anomalous and unexpected artifacts. We analyze the 
distribution of the observed artifacts and attempt to find attribution to the cause of each. Finally, we 
provide a longitudinal analysis of multi-protocol label switching in order to explore possible explanations 
for unexplained artifacts. Full text 
 
Keywords: Internet Measurement, Multi-protocol Label Switching, traceroute 
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MARITIME DOMAIN AWARENESS IN THE SOUTH CHINA SEA: AN OPERATIONAL PICTURE DESIGN 
Stevie Greenway–Lieutenant, United States Navy 
Coey Sipes–Lieutenant, United States Navy 
Master of Science in Network Operations and Technology 
Advisor: Dan Boger, Department of Information Sciences 
Second Reader: Scot Miller, Department of Information Sciences 
 
Maritime domain awareness (MDA) is a crucial U.S. Navy operational function, with significant long-term 
strategic overtones, especially in the South China Sea (SCS) region. Socio-economic issues plague the 
SCS, including overfishing, piracy, and energy usage, and have forced many countries to disregard 
borders, laws, and economic exclusionary zones. These actions have caused numerous vessels of 
interest  to turn off required positioning systems to participate in illicit activities. This thesis builds upon 
the concept of operations developed in year one of a multi-year project in order to create an exercise 
plan for use during the 2018 naval exercise Southeast Asia Cooperation and Training. Advances in 
commercial satellite imagery programs will enhance and improve situational awareness in the MDA 
realm for the Association of Southeast Asian Nations countries adjacent to the SCS. The research focuses 
on utilizing a variety of unclassified software programs. These programs provide interested parties with 
additional tools that improve the capabilities of the partner nations to improve information sharing on 
both cooperative and non-cooperative MDA tracks. Full text 
 
Keywords: maritime domain awareness, commercial satellite imagery, feature recognition software, 




SCALABILITY AND ROBUSTNESS TESTING OF IOT NETWORKS USING LEACH PROTOCOL SIMULATION 
Christopher Henson–Lieutenant, United States Navy 
Master of Science in Network Operations and Technology 
Advisor: Gurminder Singh, Department of Computer Science 
 Second Reader: Steven Iatrou, Department of Information Sciences 
 
The Navy’s new Distributed Lethality strategy will require an extensive sensor network to support 
increased information requirements. Wireless sensor networks (WSN) for Intelligence, surveillance and 
reconnaissance support offer a means to gather this information, and commercial-off-the-shelf (COTS) 
solutions offer an economical option for the required WSN components. Through computer simulation 
using the LEACH protocol and Raspberry Pi 3 Model B (RPi) parameters as the sensor nodes, this 
research explored the technical feasibility of using COTS technologies to implement a low-cost WSN. 
Simulations were designed to measure the number of rounds for RPi node death to compare 
performance against the current WSN structure using micro-sensor (MS) nodes. Measurements were 
taken from the RPi in transmit and receive modes to represent the joule/bit rate for energy used by RPi 
nodes in the simulation. Modified parameters were the percentage of nodes serving as cluster-head 
(CH), initial power for each node, number of nodes, and packet size from CH-to-base station. The results 
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showed that adjustments to the Clusterhead-to base station packet size and the initial node power 
provided results where the RPi’s robustness and scalability capabilities equaled or exceeded the 
performance of the current micro-sensor networks. Full text 
 




COLLECTING CYBERATTACK DATA FOR INDUSTRIAL CONTROL SYSTEMS USING HONEYPOTS 
Dahae Hyun–Civilian, National Science Foundation Scholarship for Service Recipient 
Master of Science in Computer Science 
Advisor: Neil Rowe, Department of Computer Science 
Co-Advisor: Thuy Nguyen, Department of Computer Science 
 
Operational technology, information technology for industrial control systems, has advanced more 
slowly in security than other kinds of information technology. To aid the discovery of indicators of 
compromise for industrial control systems, this thesis tested a specialized honeypot, Conpot. Conpot is 
an open-source low-interaction honeypot that simulates an industrial control system, such as a power 
plant, and collects information on cyberattacks. We created parsers to extract its log data for use as 
indicators of compromise. Conpot provided information such as Internet Protocol (IP) addresses, 
transmission control protocol or user datagram protocol (TCP/UDP) ports, and basic protocol-specific 
data. While this was useful for identifying the protocols most frequently attacked and the countries of 
origin of attacks, we recommend using a high-interaction honeypot to generate more effective 
indicators of compromise. Full text 
 
Keywords: honeypots, industrial control systems, indicators of compromise, Conpot 
 
 
ESTABLISHING RESILIENT MOBILE AD HOC NETWORKS IN A COMMAND AND CONTROL DENIED OR 
DEGRADED ENVIRONMENT VIA AN AERIAL LAYER NETWORK 
Richard Markray–Lieutenant, United States Navy 
Waller Tyrone–Lieutenant, United States Navy 
Master of Science in Network Operations and Technology and Master of Science in Cyber Systems and 
Operations 
Advisor: Alex Bordetsky, Department of Information Sciences 
Co-Advisor: Douglas MacKinnon, Department of Information Sciences 
 
The U.S. Navy competes for resources in an economically constrained environment. With heavy financial 
obligations, it must look for alternative approaches to communicate that can continue to enable its 
forces to carry out operations. This research investigates the viability of potential communication 
options used in a communications-degraded environment. Technological advancements in the area of 
wireless mesh networks and mobile ad hoc networks (MANETs) have demonstrated a high level of 
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success in facilitating communication. One similar technology, the aerial layer network (ALN), is gaining 
momentum throughout the U.S. armed forces as an alternative to satellite communications. In our 
virtual model simulations, we created a carrier strike group (CSG)-level MANET that received data 
packets from a ground site via an ALN without satellite connectivity, and communicated over a distance 
greater than 800 nautical miles. To determine network performance, generally accepted network 
reliability axioms were utilized. Our network simulation demonstrated a MANET and ALN are viable 
communication solutions for a CSG in a command and control denied or degraded environment. We 
evaluated mobile IP routing protocols, Optimized Link State Routing and Ad Hoc On-Demand Distance 
Vector (AODV) routing, and determined that AODV provided better packet delivery performance. 
Full text 
 
Keywords: aerial layer network, wireless mesh network, mobile ad hoc network, optimized link state 
routing, ad hoc on-demand distance vector, QualNet, systems tool kit 
 
 
TRAFFIC CONGESTION ANALYSIS FOR A SOFTWARE-DEFINED NETWORK 
Moniqua Maxie–Lieutenant Commander, United States Navy 
Master of Science in Electrical Engineering 
Advisor: Murali Tummala, Department of Electrical and Computer Engineering 
Co-Advisor: John McEachen, Department of Electrical and Computer Engineering 
 
The objective of this thesis is to implement an anomaly-detection method that can be used to detect 
congestion in a software-defined network. The method incorporates spectral graph theory and phantom 
node techniques. The experimental implementation of spectral graph theory used eigenvalue-
eigenvector solutions to characterize a mathematical model of the network’s topology. In this thesis, we 
used the phantom node technique to determine congestion in the network by using a virtual node to set 
the threshold for available link capacity, or the maximum amount of traffic, that can cross the links in 
the network before the links are considered congested. Results show that when the network is 
congested, a shift occurs in the eigenvalue and eigenvalue index spectrum. Prior to congestion, the 
virtual node has the highest nodal influence in the lowest eigenvalue index; however, when a node 
becomes congested and high traffic in the node crosses the threshold set by the virtual node, the 
congested node takes the position of the virtual node in the eigenvalue index. The virtual node shifts to 
having the greatest nodal influence in the next-higher eigenvalue index in the spectrum. Essentially, the 
results show that anomalies, such as congestion, can be detected using the anomaly-detection method 
developed in thesis. Full text 
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SECURE ROUTING PROTOCOL OVER MOBILE INTERNET OF THINGS WIRELESS SENSOR NETWORKS 
Yizhong Wang–Civilian, Defence Science Technology Agency 
Master of Science in Electrical Engineering 
Advisor: Preetha Thulasiraman, Department of Electrical and Computer Engineering 
Second Reader: Murali Tummala, Department of Electrical and Computer Engineering 
 
A wireless Internet of Things (IoT) network is used for military operations due to its low cost and ease of 
deployment; however, one of the primary challenges with IoT networks is their lack of cohesive security 
and privacy protocols. For this thesis research, we successfully designed and developed a lightweight 
trust-based security algorithm to support routing in a mobile IoT wireless sensor network. The standard 
routing protocol for IoT, known as routing protocol for low power and lossy networks (RPL), was 
modified to include common security techniques, including a nonce identity, timestamp, and network 
whitelist, to ensure appropriate node authentication and to protect against Denial-of-Service and Sybil-
based identity attacks. In addition, our algorithm allows RPL to select a routing path over a mobile IoT 
wireless network based on a computed node trust value and average received signal-strength indicator 
(RSSI) value across network members. We conducted simulations using the Cooja network simulator to 
validate the algorithm against stipulated threat models. In addition, Wireshark was used for further 
packet analysis and inspection. We also analyzed the performance of the network when the trust 
algorithm is executed. The performance metrics studied include control overhead, packet delivery rate, 
and network latency. Full text 
 
Keywords: RPL, IoT, Internet of Things, wireless sensor network, mobility, security attack, Sybil, Denial-
of-Service, Replay 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
